WHO®OPMAIITOHHAS IIAMSITKA
JUISI OBYYATOIIUXCS 1151 PASMEILIEHUAS
HA O®ULIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXXAbIM I'oag0M MOJIOACKHU B HHTCPHETE CTAHOBUTHCSA 6OJ'II>IHG, a IIKOJIBPHHUKH OJJHHU U3 CaAMBIX
aKTUBHBIX I10JIb30BaTCICH PYHCTa. MC)KI[y TEM, IOMHUMO OT'POMHOI'0 KOJIMYECCTBA BO3MO)KHO0TCI>1,
HWHTCPHECT HECCT U Hp06J'IeMI>I. OTa nmaMsATKa JOHKHA [IOMOYb TeOe Oe30macHo HaXOJHUTHCA B CCTH.

KoMmnbrorepHbie BUPYChI

KommbroTepHbIi BUPYC - 3TO pa3HOBUAHOCTH KOMITBIOTEPHBIX MPOTrPaMM, OTIMYUTEIHHON 0COOEHHOCTHIO
KOTOPOH SBJISIETCS CIOCOOHOCTH K Pa3MHOXKEHHIO. B nomonHenne K 3ToMy, BUPYChl MOTYT IIOBPEIUTD
WIN TIOJIHOCTBIO YHUUYTOXUTH BCe (hailsibl U JaHHbIE, IIOAKOHTPOJIBHBIE I0JIb30BATENI0, OT UMEHU
KOTOPOTO ObLIa 3ammylieHa 3apakeHHas: IporpaMma, a TakkKe NOBPEIUTh WIN 1a)Ke YHUUTOXHUTh
OTIEPaLlMOHHYIO CHCTEMY CO BceMH (paiinamu B LiesioM. B OonbIIMHCTBE ciydaeB pacpoCTpaHsIoTCS
BHPYCHI YepE3 UHTEPHET.

MeToab! 3aIMTHI OT BPEOHOCHBIX NPOrpaMM:

1. Ucnonp3yil coBpeMEHHBIE ONEepaIlIOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII YPOBEHD 3aIUTHI OT
BPENOHOCHBIX MPOTPaMM;

2. IlocTosiHHO ycTaHaBnuBail nautu (LUGPOBbIE 3aMIaTKU, KOTOPbIE aBTOMAaTHYECKH yCTAaHABIMBAIOTCS C
LENBI0 TOPaOOTKU POrpaMMBbl) U APyryue OOHOBJICHHS CBOCH OTEpAIMOHHOM cucTeMbl. CkaunBaii ux
TOJIBKO C o(UIaABEHOTO caiiTa pazpadorunka OC. Ecim cymecTByeT pexuM aBTOMaTHYECKOTO
OOHOBIJIEHHS, BKJIIOYH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE MO IPaBaMH MOJIL30BATEINS, & HE aIMHUHUCTPATOPA. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEAOHOCHBIX IPOTPaMM HHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEDE;

4. Vcrionbe3yil aHTUBUPYCHBIE IPOrPaMMHBIE IPOIYKThI H3BECTHBIX MPOU3BOIUTENEHN, C aBTOMATHIECKUM
obHoBiIeHueM 0as;

5. Orpanuub QU3NYECKHUHA JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Mcionp3yii BHENTHUE HOCUTENN HHPOPMAIINH, TaKUe KaK (IIeIIKa, TUCK WU aill u3 HHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpBIBaii KOMIIBIOTEPHBIE (haiiibl, TOTyUYEHHBIE N3 HEHAAECKHBIX UCTOUHUKOB. Jlaxke Te (aiiibl,
KOTOpbIE IPUCIIAN TBOK 3HAKOMBIH. Jlydllle yTOuHH y HEro, OTIIPaBIIsUl JIK OH TeOe HX.

Cern WI-FI

Wi-Fi - 510 He BUI TIepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeH 1, Mapka. Emie B 1991 roay
HHUJepIaHcKas Komnanus 3apeructpuposaia opens "WECA", uto 0603Ha4ano cioBocodeTaHue
"Wireless Fidelity", koTopblii mepeBoguTCs Kak "0ecrpoBOAHAS TOYHOCTE".

Jo Hamero BpeMeHH JolIa Apyras abOpeBuaTypa, KOTopas sSBJISIETCS TAKOH e TeXHOJIoruei. 1o
ab0pesmuarypa "Wi-Fi". Takoe Ha3BaHUe OBLIO JaHO C HAMEKOM Ha CTaHNAPT BHICIIEH 3ByKOBON TEXHUKHU
Hi-Fi, uto B mepeBoie 03HayaeT "BHICOKAst TOYHOCTH'.

[a, 6ecruiaTHBIM HHTEPHET-OCTYI B Kade, OTENAX U adporopTax SBISETCS OTIMYHON BO3ZMOKHOCTHIO
BBIX0JIa B MHTEepHET. HO MHOTHE 3KCIIEpTHI CUUTAIOT, 4TO 00IeaocTymHbie Wi-Fi ceTu He sSBhstoTCs
0e301macHBIMU.

CoBeTbl 110 6€30NMACHOCTH PadOTHI B 001ETOCTYMHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro inuHyr0 uHpOpManuio yepe3 obrienoctynubie Wi-Fi ceru. Pabotast B Hux,
JKeJlaTeJIbHO He BBOJUTDH NapOJIH JOCTYIA, JIOTUHBI U KaKHe-TO HOMEpa;

2. Ucnione3yii 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. Tem caMbIM Thl 00€30TacHIIb
ce0sl OT 3aKavKH BHpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ncnons3oBannu Wi-Fi otrutoun ¢ynkuuto "O0mwmii goctyn k dainam u npunrepam”. JlanHas
(GYHKLMS 3aKphITa 10 YMOIYaHHIO, OJJHAKO HEKOTOPBIE TI0JIb30BaTeNN aKTUBUPYIOT ee Ui yA00cTBa
MCIOJIb30BaHMs B paboTe Win yueoe;

4. He ucnionw3yit myomuanbiit WI-FI s nepenaun TMIHBIX JaHHBIX, HAMPUMEP IS BBIXOAA B
COLIMAJIbHBIE CETH WX B 3JICKTPOHHYIO MOYTY;

5. Ucnonp3yii Tonpko 3amuiienHoe coequnenue aepe3 HTTPS, a ue HTTP, 1.e. npu Habope Beb-anpeca
BBOAM nMeHHO "https://";

6. B MoOunbsHOM Tenedone otkimoun ¢pyHnkuuio "Ilogxmouenne k Wi-Fi aBTomarndeckn". He
Jlomyckaii aBTOMaTH4ECKOro MOJKIII0YeHHs yeTpoiicTBa k cetsim Wi-Fi 6e3 TBoero coriacwus.



CoumajibHbIe ceTH

ConuanbHble CETU aKTUBHO BXOAAT B HAIly KU3Hb, MHOTHE JIFOAU Pa0OTAIOT U KUBYT TaM IIOCTOSIHHO, a B
Facebook yxe 3apeructpupoBa MIJITHAPA YETOBEK, YTO SBIISETCS OJHON CebMOM BCeX JKHUTENeH
IUIaHeThl. MHOTHE 110J1b30BaTENIM HE IOHUMAIOT, YTO MH(OpMALKs, pa3MELCHHAs UIMU B COLIMAIBHBIX
CeTSIX, MOXKET OBbITh Hall/IeHa ¥ UCI0JIb30BaHa KEM YIOAHO, B TOM YHCIIE HE 00s3aTeNbHO ¢ O1aruMu
HaMEpEHUSIMHU.

OcHOBHbBIE COBETHI N0 0€30MACHOCTH B COLUATbHBIX CETAX:

1. Orpanudb CITUCOK Jpy3eit. Y TeOs B APY3bsIX HE JOIDKHO OBITH CITydalHBIX M HE3HAKOMBIX JIIOJICH;

2. 3amuriai CBOIO YacTHYIO *u3Hb. He yka3piBail mapoinu, TenedoHsl, afpeca, JaTy TBOETO POXKICHUS H
JIPYTYIo JHYHYI0 HH)OpMALHKIO. 3IT0YMBIIUICHHUKNA MOTYT UCIIONIB30BaTh Aayke HHPOPMALIUIO O TOM, KaK
ThI ¥ TBOM POAMTEIIN IJIAHUPYETE IIPOBECTH KAHUKYJIbI;

3. 3amuriai CBOIO pEmyTaIHIo - AEPXKH €€ B YHCTOTE U 33/1aBail cebe BOMPOC: XOTEN OBI ThI, YTOOBI
JpyTrHUe MoIb30BaTeNy BUIENH, YTO ThI 3arpyskaems? [logymaii, mpexie uemM 4To-To omyOIuKOBaTh,
HaMKCcaTh U 3arpy3uTh;

4. Ecnu THI TOBOPHILE C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE UM U IPYTYIO
JTUYHYIO HH(OpMAIMK: UM, MECTO )KUTEIILCTBA, MECTO y4eOBI U MPOYee;

5. M36eraii pasmemenus ¢pororpaduii B IuTepHete, rae Thl n300pakeH Ha MECTHOCTH, IO KOTOPOH
MOYKHO OIIPEAEIUTh TBOE MECTONOIOKEHHE;

6. Ilpu peructpauuu B COIMAILHON CETH HEOOXOANMO HCIIONB30BATh CIIOKHBIE NTAPOJIH, COCTOALINE U3
OykB ¥ (P U C KOJIMIESCTBOM 3HAKOB HE MeHee §;

7. Jlnst conMabHOM CeTH, TOYTH U IPYTHX CAaiTOB HEOOXOAUMO HCIIONB30BaTh pa3Hbie maponn. Torma
ecyiu 1e0sI B3JIOMAIOT, TO 370YMBILIUICHHUKH HOIy4aT JOCTYI TOJIBKO K OZTHOMY MECTY, a HE BO BCE cpasy.

DJIeKTPOHHBIE JeHbI' N

DNEeKTPOHHBIE IEHBIH - 3TO OYE€Hb yIOOHBIHA CITOCO0 TUTaTeXe, 0THAKO CYIIECTBYIOT MOIIIEHHUKH,
KOTOpPBIE XOTST MOJyYUTh 3TH JI€HBIH.

ONeKTpOHHBIE IEHBI'H MOSIBUJIMCH COBCEM HEIaBHO U MMEHHO M3-3a 3TOTO BO MHOTHX T'OCYJapcTBax 10
CHX MOp HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM GYHKIIMOHUPYIOT U 0 HUX YK€ IPONHCAHO B 3aKOHE, TJI€ X Pa3IeNaiOT Ha HECKOJIBKO
BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HUIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periaercs
MIPOBOJIUTH OTIepanuy 0e3 HASHTH(UKAINH MTOJIF30BATEIS, 2 B HCAHOHUMHBIX HICHTH(PUKAIUSL
MIOJIL30BATEIIS SABJISIETCS 00s3aTEbHOM.

Taxoke creyer pa3inyarhb 3JeKTPOHHBIE (HATHBIE IEHBI'H (PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM) U
AJIEKTPOHHBIE He(UATHBIE IEHBTU (HE PaBHBI FOCYAPCTBEHHBIM BaIIIOTaM).

OcHOBHBIE COBETHI 10 0€30MACHOI padoTe ¢ JJICKTPOHHBIMH JCHBIAMH:

1. IlpuBsku K cueTy MOOMIBHBIN TeneoH. ITO camblil yI0OHBIN U OBICTPBII C1IOCOO BOCCTAHOBHUTH
JOCTYT K cueTy. [IpuBs3aHHbIil Tene(OoH MOMOKET, €CIH 3a0y/IeIIb CBOM IJIaTeKHBIN HapOoJib WK
3aiiielllb Ha CalT C HE3HAKOMOIr'0 YCTPOUCTBA;

2. Ucnonw3yit ogHOpaszoBkie mapoiu. [locne mepexona Ha yCHIIEHHYIO aBTOpU3aIUIO Tebe yike He OyeT
YTpOKaTh OMACHOCTh KPaXXH UJIHM MepexBaTa IIaTeKHOTO Maposis;

3. BeiOepu ciioxHbIi aposib. [IpecTynHukamM OyaeT He MPOCTO yrajaaTh CJIOXHbBIN maposib. HanexHbie
TIAPOJIH - 3TO MAPOJIH, KOTOPBIE COAEPIKAT HE MEHEee 8 3HAKOB M BKIIFOUAIOT B ce0sI CTPOYHBIC U
NpONHCHBIE OYKBBI, IU(PPHI 1 HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK J0JIIapa, (yHTa, BOCKIUIATEILHBIN
3Hak u 1.11. Hanmpuwmep, $tROng!;;

4. He BBO/IM CBOM JTMUHBIE JAHHBIE HA CailiTax, KOTOPBIM HE TOBEPSACIIb.

DJIeKTPOHHAsI MOYTA

ONEeKTpOHHAs 10YTa - 3TO TEXHOJOTUS U MPENTOCTABIAEMBIE €0 YCIIYTH IO NTEPECHUIKE U MOIYUYEHHIO
3JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPENCIISIOTCS B KOMITBIOTEpHOH ceTH. OOBIYHO 3JIeKTPOHHBIN
TIOYTOBBIH SIIUK BBHITIISINAT CIIETYIONIMM 00pa3oM: UMsI_TIOJNb30BaTeNsA(@UMS_JIoMeHa. Takxke Kpome
nepeayu MpocTOro TEKCTa, UMEETCsi BO3MOXKHOCTD TepeaBaTh (aiiibl.

OcHoBHBIE COBETHI 10 0€30IACHOI padoTe ¢ JICKTPOHHOM NMOYTOM:

1. Hano BRIOpaTh MpaBUIIBHBIN TIOYTOBEIH cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOP OeCTIIIaTHBIX
MTOYTOBBIX CEPBUCOB, OJHAKO JYYIIE TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBHIN B pEHUTHHTE;

2. He yka3biBaii B IMYHOM 1ouTe JM4YHYI0 nHGopManmio. Hampumep, mydiie BeIOpaTh
"My3bIKaIbHBINH _(haHaT@" nim "pok2013" BmecTo "Temal3";

3. Ucnone3yii ABYX3TalHY0 aBTOPU3ALKI0. DTO KOT[a IOMUMO HapoJis Hy>KHO BBOJIUTH KOJI,
npHcbUIaeMblid o SMS;

4. BriOepy CIIOKHBIN Maposib. J{J1s KakI0ro MOYTOBOTO SIIMKA JTOJHKSH OBITh CBOW HaJICKHBIH,
YCTOWYMBBIN K B3JIOMY I1apoJib;

5. Ecnu ecTh BO3MOXKHOCTb HanucaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCTIOJIB3YH 3TY BO3MOKHOCT;



6. crionp3yil HECKOJBKO MTOYTOBBIX SITUKOB. [IepBBIA TSl 9aCTHOM MEPENTUCKH C afpecaTaMu, KOTOPHIM
THI JIOBEPSCIIb. DTO IEKTPOHHBIN ajjpec He HaJ0 MCIIOIb30BaTh MPH PETHCTPALUH Ha popymax u
caurax;

7. He oTkpbiBaii (haiisibl ¥ APYrye BIOKEHUS B IMHCbMaXx, Ja)kKe €CJIM OHU IPHUIILIA OT TBOUX IPY3eH.
Jlyumre yrouHu y HUX, OTIIPABIISIIN JIX OHU TeOe 3TH (aiiisr;

8. [locne okoHYaHUs paOOTHI HA TIOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJIKU C CAUTOM HE 3a0yb
HakaTh Ha "BeiidTi".

Kuoep0OyajuHr njin BUPTyaJbHOEe H31eBaTeIbCTBO

KubepOysumHr - mpecieioBaHre COOOMEHUSIMY, COIEPKAIIIMMU OCKOPOJICHHS, arPECCHI0, 3aITyTHBaHUE;
XYJIMT'AaHCTBO; COLMAIbHOE OONKOTHPOBAHHE C ITIOMOILBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHbBIE COBETHI N0 0OpbLOe ¢ KNOEepOyLINHIOM:

1. He Opocatics B 60ii. JIyumuii cioco0: IOCOBETOBATHCS Kak ceOsl BECTH U, €CITU HET TOTO, K KOMY
MOYKHO OOpaTHTHCS, TO BHaYalle YCIIOKOUTHCS. ECii Thl HauHeNs OTBeYaTh OCKOPOJIICHUSIMU Ha
OCKOPOJICHUS, TO TOJBKO eIe OOJIBIIEe Pa30KIKEITh KOH(IIHKT;

2. Yrpasnsiii cBoei KubepperyTanueii;

3. AHOHMMHOCTH B ceTr MHUMasl. CyIIECTBYIOT CITOCOOBI BBIACHUTD, KTO CTOHUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XynHraHCKUI 00pa3 BUPTyallbHOM )Ku3HU. IHTEpHET (UKCHUPYET BCEe TBOU NEHCTBHUA U
COXpaHseT uX. Y NaJIUTh UX OYJeT KpaiHe 3aTpyTHUTEILHO;

5. Cobmronaii CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyii ennHn4HEI HeratuB. OTHOPa30BbIe OCKOPOUTENbHBIE COOOIIICHHS JTYYIlle HTHOPHUPOBATH.
OObIUHO arpeccus MpeKpaaeTcsi Ha HadyalbHON CTa/Inu;

7. Bban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIIMATBHBIX CETSIX €CTh
BO3MOXXHOCTb OJIOKMPOBKHU OTIPAaBKU COOOLICHUH C ONPENEIICHHBIX alpecoB;

8. Eciu ThI cBUzieTENb KHOEpOyuIHHTa. TBOM NEHCTBHS: BRICTYIIUTh POTUB MPECICI0BATENs, I0KA3aTh
€My, UTO €r0 JIEHCTBHs OLIEHUBAIOTCSI HETATUBHO, MOJJIEPKATh )KEPTBY, KOTOPOU HYKHA
NICUXOJIOTMYECKask IOMOIIb, COOOIINTE B3POCIBIM O (PAKTE arpecCUBHOTO ITOBEICHUS B CETH.

MoOunbHbIi Teaedon

CoBpeMeHHbIe cMapT(OHBI U IUIAHILIETHI COepXkKaT B cede BIIOJTHE B3POCIbIA (yHKIMOHAN, ¥ TEeph OHU
MOTYT KOHKYPHPOBATh CO CTALIMOHAPHBIMHU KOMIIbIOTepaMu. OHAKO, CPEACTB 3aIUTHI U MOJOOHBIX
YCTPOMCTB II0OKa O4Y€Hb Majio. TECTUPOBAHKE U NTOUCK YSA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK
WHTEHCHBHO, Kak st [1K, To ske camoe kacaeTcsi 1 MOOMITBHBIX MPUIIOKEHHH.

CoBpeMeHHbIe MOOHMIIbHBIE Opay3ephl YKe NPaKTHUECKH JOTHAJIM HACTOJbHBIE aHAJIOTH, OJTHAKO
paciuiperre QyHKIMOHaa BJIeYeT 3a CO00H OOJIBIIYIO CI0KHOCTh M MEHBLIYIO 3aIUIIEHHOCTb.
[aneko He Bce MPOM3BOAUTENHN BHIMTYCKalOT OOHOBIIEHUS, 3aKPHIBAIOIINE KPUTHUECKHUE YA3BUMOCTH IS
CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI IJIs1 0€30I1aCHOCTH MOOHJILHOIO Tesled)oHa:

Huuero He sBisieTcs no-HacTosmeMy OecruiatHeIM. Bynb ocToposkeH, Belb Korja Tede npeaiararot
OecraTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIYTH;

Hymaii, npexxae yem otipaButb SMS, hoto nim Buzaeo. Tol TOUHO 3HaelIb, T1ie OHU OyAyT B KOHEYHOM
utore?

Heo6xonmmMo 00HOBIIATE ONIEPAIIHOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonp3yit aHTUBUPYCHBIE IPOrPaMMBI [ MOOMJIBHBIX TeJe(OHOB;

He 3arpy»xaii npuaoxKeHust OT HEM3BECTHOTO UCTOYHMKA, BEJb OHU MOTYT COAEPKATh BPELOHOCHOE
MporpaMMHOE O0ecTIeueHHE;

[locne Toro kKak T BBIHIEIIB C caiiTa, rie BBOIWI JIMUYHYIO HHPOPMAIUIO, 3aliI1 B HACTPOWKH Opay3epa
u yaaium cookies;

Ileproamyaecky mpoBepsIii, KaKHUe TUTaTHBIE YCIYT'H aKTUBUPOBAHBI HA TBOEM HOMEPE;

[aBaii cBoif HOMep MOOUIIBHOTO Tene(OHa TOIBKO JOASMM, KOTOPBIX THI 3HACIIH M KOMY JTOBEPSIEIIIb;
Bluetooth nomkeH ObITH BBIKIIOUEH, KOTAA Thl UM He IoJIb3yemibes. He 3a0biBaii MHOTJa IPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHBIE OHJIAH-UTPHI - 9TO KPaCOYHbIE, 3aXBaTHIBAIOIINE PA3BICYCHUs, 00BETUHSIOIINE COTHU
TBICSY YEJIOBEK 110 BceMy MHpY. IrpPOKH UCCIeNyIOT JaHHBII UM MU, OOIIAIOTCS IPYT C APYTOM,
BBITIOJIHSIOT 331aHKs, CPAXKAIOTCS C MOHCTPAMH U TOYYAIOT OIIBIT. 32 YAOBOJIBCTBUE OHU TIATST:
MOKYTAIOT JAUCK, OTUIAYMBAIOT a0OHEMEHT WITH MTPUOOPETAIOT KaKUE-TO OIIIIHH.

Bce aTH cpencTBa UIyT Ha TOIEP)KAHNE U Pa3BUTHE UIPHI, @ TAKXKE Ha caMy 0€301aCHOCTb:
COBEPIICHCTBYIOTCS] CHCTEMbI aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIC MAaTYX (LIH(POBBIC 3aITATKH IS
HpOrpamMM), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.



B mogo0HBIX UTpaxX CTOWUT OIMAcaThCs HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJIBKO KPayKH TBOETO Hapois, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALNU OOJNBITHHCTBA UTP.

OcHOBHBIE COBETHI N0 0€30MACHOCTH TBOEI0 UTPOBOr0 AKKAYHTA:

1. Eciu npyroit urpok BeAeT ceds MI0X0 WITH CO3/IaeT TeOe HEMPUIATHOCTH, 3a0JIOKUPYH €T0 B CITHCKE
WUTPOKOB;

2. [Noxanylics amMUHUCTPATOPAM UTPhI HA TUIOXOE IMOBEJICHUE 3TOTO UTPOKA, JKEIATEIHHO MPUIIOKUTh
KaKue-TO JJOKa3aTeIbCTBA B BUJIC CKPUHOB,

3. He ykaspiBaii muuHyto WHGOPMAIUIO B Ipodaiiiie Urpsl;

4. YBaxail Ipyrux y4acTHUKOB TI0 UTPE;

5. He ycranapnuBaii Heo(UITHALHBIC TATYH U MOJIBI;

6. Mcionp3yii CIOXKHBIE U pa3HbIe TTAPOIIH;

7. Jaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. IToKa Thl Urpaelib, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

@DUIIMHT WIH KPasKa JIHYHBIX JaHHBIX

OObIuHOM Kpaxkeil AeHer 1 JOKYMEHTOB CEroHs YK€ HUKOTO He YAMBHUIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTHH 37I0yMBIIIUIEHHUKY TIEPEMECTHIINCH B MHTEPHET, ¥ MIPOAOJDKAIOT 3aHUMAThCS "' MIOOUMBIM"
JIEJIOM.

Tak nosiBuIach HOBasl yrpo3a: HHTEPHET-MOLICHHUYECTBA WIN (DUILUHT, TJIABHAsI LEJIb KOTOPOTO COCTOUT
B MIOJIyYCHUH KOH(UICHIIMATBHBIX JaHHBIX MOJIb30BaTelIeH - IOTMHOB U napoJjieil. Ha aHrmMiickoM si3bIke
phishing unraercs xak ¢ummnr (ot fishing - peiOHas 0B, password - mapos).

OcHOBHBbIE cOBeTHI 110 00pbie ¢ GUIIHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI 0J103peBactiib, 4TO TBOSI aHKETa OblIa B3IOMaHa, TO
HE00X0IUMO 3a0JI0KUPOBATh €€ U COOOIIUTh aJIMUHICTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnonp3yit Ge3omacHbIe Be0-CalThI, B TOM YHCIIe, MHTEPHET-Mara3uHOB U TIOMCKOBBIX CHCTEM;

3. Ucnonp3yii coxHbIC U pa3Hbie mapoyid. TakuM o0pa3om, eciiu TeOst B3IOMAIOT, TO 3JI0YMBIIUICHHUKA
MOJTyYaT TOCTYII TOJBKO K OAHOMY TBOEMY MPOGUIIIO B CETH, a HE KO BCEM,;

4. Ecnu Tebs B3OMan, TO HEOOXOIUMO MPENyNPEeaUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J00OABICHBI y
T€0s B APY3bSAX, O TOM, YTO T€OsI B3IOMAIH U, BO3MOXXKHO, OT TBOETO UMEHH OYZET pacchlIaThCs CIiaM U
CCBUIKH Ha (DUIIMHTOBBIE CAHTHI;

5. YcranoBu HagexHbli napois (PIN) Ha MoOuIbHBIH TenedoH;

6. OTKIII04YM COXpaHeHHe Mapois B Opaysepe;

7. He oTkpbIBail paidiibl v ApyTrHe BIOKEHHUS B IMChMAaX, JIAKE €CIM OHU TPUIIUIA OT TBOMX JIpy3eH.
Jlydie yTOuHM y HUX, OTHPABIISUIN JIK OHU TeOe ATH (aiiibl.

Hudposas penyrauus

Lndposas permyranys - 5TO HeTaTUBHAS WM O3UTHBHAS HHPOPMAIHs B CETH O Tele.
Kommnpomerupytomas nadpopmanus, pa3MelieHHas B HUHTEPHETE, MOKET CEPbE3HBIM 00pa30M OTPa3UThCS
Ha TBOeH peanbHO xu3HU. "L{udpoBas permyranus” - 3T0 TBOH UMUK, KOTOPBIA (HOPMUPYETCS U3
uHpopMaiuu o Tebe B HHTEpHETE.

TBOE MECTO KUTEILCTBA, yueObl, TBOC (PUHAHCOBOE MOJIOKEHHE, 0OCOOCHHOCTH XapaKTepa U paccKasbl O
OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHor#He MoAPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K ITyOJIMKaIuy JH4HON nHpopmaiun B lHTEepHETE, He
MIOHUMast BO3MOXKHBIX TTOCIIeICTBHIA. ThI Jlaske He CMOKEIIIb JIOTaIaThCsl O TOM, 4TO oTorpadus,
pasMelleHHas 5 IeT Ha3a/, cTana IPUYMHON OTKa3a MPHUHATH TeOs Ha padoTy.

KommenTapun, pa3merienue TBoux dororpaduii u Apyrue AEUCTBUA MOTYT HE HCUE3HYTh JaxKe MOcie
TOTO, KaK ThI UX yJIUIIb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty WHPOPMAIIUIO, [TOTIaNa JIN OHA B TIOUCKOBbIE
CHCTEMBI  COXPaHUIACh JIM OHA, a TIIaBHOE: YTO MOJIYyMAIOT O Te0e OKpY’KaroIIue JII0AH, KOTOPbIE HAUIyT
1 yBUZAT 3T0. HaliTh HHPOpPMALIMIO MHOTO JIET CITyCTSI CMOKET JIF000H - Kak U3 J0OPBIX MOOYXKICHHH,
TaK ¥ ¢ HAMEPEHUEM NPUYUHUTE Bpell. ITO MOXKET OBITh KTO YT'OJHO.

OCHOBHBIE COBETHI IO 3alTUTe TU(PPOBOI pEIyTaIlHH:

1. Ilogymait, mpexxae 4yeM 4To-TO MyOJMKOBATh U NlepeaBaTh y ceds B OJI0Te WK B COLUAIBHON CETH;

2. B Hacrpoiikax npoduis yCTaHOBH OrPaHUYEHUsI HA POCMOTP TBOETO MPOGUIIS U €ro COIEPIKUMOTO,
cenai ero ToIpKo " Apy3en';

3. He pa3mermaii u He yka3biBail HH(GOpPMALINIO, KOTOPAs MOXKET KOT0-ITN00 OCKOPOIISATh WM OOMKATb.



ABTOpPCKOE MPaBo

CoBpeMeHHBIE IKOJILHUKY - AKTUBHBIC TI0JIB30BaTEH MUPPOBOTO npocTpaHcTsa. OHAKO JTAIEKO HE BCe
3HAIOT, YTO TOJIH30BAHUE MHOTIMH BO3MOXKHOCTSIMH ITU(POBOTO MHpa TpeOyeT COONIOICHNUS TIpaB Ha
WUHTEIUIEKTYIbHYI0 COOCTBEHHOCTb.

TepmuH "nHTEIEKTya bHAs COOCTBEHHOCT" OTHOCHUTCS K PA3IMYHBIM TBOPEHHSIM YEIIOBEYECKOTO YMa,
HAYMHAs C HOBBIX N300pPETCHUI 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha TPOIYKTHI U YCIYTH, U
3aKaHYMBask KHUTaMH, (GoTorpadusIMu, KHHOPIIEMAMU U MYy3bIKAJIbHBIMUA TTPOU3BEICHHUSIMH.
ABTOpCKHE TIpaBa - 3TO MPaBa Ha HHTEJUIEKTYAIbHYI0 COOCTBEHHOCTh Ha MMPOU3BEICHUS HAYKH,
JUTEPATYPhl K UCKYCCTBA. ABTOPCKHE MpaBa BHICTYMAIOT B KAYECTBE FapaHTUU TOTO, YTO
WHTEIUICKTYaIbHBII/TBOPUYCSCKHUN TPYI aBTOpPA HE OYJCT HANIPACHBIM, JIACT €MY CIIPaBEJINBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOETO TPy/a, NOJYYUTh U3BECTHOCTh U npu3Hanue. HuKTo
0e3 paspelieHus aBTopa HE MOKET BOCIIPOU3BOIUTH €ro MPOU3BEACHUE, PACTIPOCTPAHSATH, MYOIUIHO
JIEMOHCTPHUPOBATH, IPO/IaBaTh, MMIIOPTUPOBATH, ITyCKaTh B MPOKAT, ITyOJINYHO UCIIOITHSTD,
MOKA3bIBaTh/HCIIOJIHATE B 3(pupe wiu pa3meniate B UHTepHETE.

Hcmons3oBanne "mHpaTcKoro” mporpaMMHOTO 00eCTIedeHUST MOYKET ITPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, T/Ie YCTAHOBJICHA HEJICTaIbHAS
nporpamMma. He cTOUT Takxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETalbHbIC U OCCIIATHBIE MPOTPAMMEI,
KOTOpPbIC MOXKHO HAWTH B CETH.



